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Abstract

Information security is a critical aspect of Electronic Warfare today and is a major
focus for many researchers. Steganography, a secure communication method,
involves concealing information within other data or content, with audio data
offering a higher capacity for hiding information. This article introduces a novel
approach for detecting steganography in three audio encoders: LPC, CELP, and
MELP, known for their effectiveness in audio encoders. The Steganography
technique discussed here involves embedding data in the least significant bit of the
audio media. Audio analysis is carried out using the RUNS test features.
Variations are identified and utilized to train a neural network (LVQ) by
comparing these features in the cover and stego audio files. The neural network is
then employed for classification, and the proposed algorithm is tested on the audio
samples. The proposed classification method demonstrates an average accuracy of
93.59% in detecting steganography, showecasing its effectiveness compared to
other existing methods.

Key words: Steganography, Steganalysis, Detection, Linear Predictive, LVQ
Neural Network.
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