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Investigating the effect of destructive factors in the detection
of PRI modulation type using two DCNN models with
different structures and learning methods: A case study

Seyed Majid Hasani Azhdari*l, Mohammad Kazemirad?, Mohammad Khishe?
1,2,3. Department of Electronic Warfare, Faculty of Electrical Engineering, Imam Khomeini
University of Marine Sciences, Nowshahr, Iran

Abstract

This article examines the effects of destructive factors on detecting PRI
modulation in radar signals using two convolutional neural network models, VGG
16 and LeNet 5, with two different structures. The paper uses simulations based
on the actual environment to generate data and consider malicious agents with
various percentages. The number of images obtained by applying the sum of
malicious agents on it for each range of malicious agents (with different
percentages) considered is 30,000 images for 6 Modulation type is standard. Then,
the VGG16 model is trained using the transfer learning method, and the LeNet 5
model is trained using the zero training method. The simulation results show that
the accuracy of training and testing the models decreases significantly with the
increase in the percentage of destructive factors. Also, destructive agents' effects
on models' performance have been investigated. The results have shown that
LeNet 5 is more resistant to malicious agents and maintains more accuracy.
Finally, this analysis indicates that to choose the right model for electronic
identification and support systems, the changes caused by malicious agents should
be provided according to these factors, and appropriate strategies should be
applied.

Key words: Pulse repetition interval, Radar, Deep convolutional neural network,
Transfer learning.
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Destructive factors Evaluation measurements
Model l\gilslsslensg ngﬁzlsls olslztllriifs F{fiizl?s‘% ACC MCC F1 score Recall Precision
0, 0 0, 0 0
e | Too | T W | W | W | %)
LeNet 5 0 0 0 3694.1368 | 99.7555 | 99.6535 | 99.7110 | 99.7111 | 99.37119
VGG 16 3681.2177 | 99.9777 | 99.9467 | 99.9555 | 99.9555 99.9556
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Destructive factors Evaluation measurements
Model l\gilslsslensg ngﬁzlsls olljlatllri%:s F{fiizl?s‘% ACC MCC F1 score Recall Precision
0, 0 0 0, 0
ey | Ten | T ) | | % | (%) %)
LeNet 5 0-5 0-5 1-10 3607.3665 | 97.6222 | 97.6836 | 98.0643 | 98.0666 | 98.0801
VGG 16 3625.6141 | 98.7777 | 98.6408 | 98.8671 | 98.8666 | 98.8716
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Destructive factors Evaluation measurements
Model hgll.lslsslensg Sggf;(e)]:s ollllztllrigeﬁr}s F%?;?FS ACC MCC F1 score Recall Precision
0 0, 0 0, 0,
@ | e | e @ | W | | o |
LeNet 5 5.10 5.10 1-10 3628.6259 | 0.977111 | 97.2591 | 97.7077 | 97.7111 97.7331
VGG 16 3624.0723 | 0.973777 | 96.8043 | 97.3315 | 97.3333 | 97.3509
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Destructive factors Evaluation measurements
Model bl | Bipreiots Lar.ge TFaining MCC Fl Recall | Precision
pulses pulses outliers | Time (s) ACC (%) %) score %) %)
(%) (%) (%) ’ (%) ° °
LeNet 5 10-15 10-15 1-10 3668.0896 | 0.966444 | 95.9082 | 96.5741 | 96.5777 | 96.6419
VGG 16 3663.4022 | 0.945555 | 93.7625 | 94.7976 | 94.8000 | 94.8073
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Destructive factors Evaluation measurements
Model Missing | Spurious Lar'ge Training ACC MCC 1! Recall | Precision
pulses pulses | outliers | Time (s) %) %) score %) %)
(%) (%) (%) ’ ’ (%) ° °
LeNet 5 15-20 15-20 1-10 3680.3797 | 95.0444 | 94.1869 | 95.1189 | 95.1333 | 95.2336
VGG 16 3677.4842 | 93.1555 | 91.8601 | 93.0807 | 93.1333 | 93.4778
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Destructive factors Evaluation measurements
Model I\gilslssl:sg Sgﬁfégss olldlztllri%:fr:s %Iali??s% ACC MCC F1 score Recall Precision
0, 0, 0, 0, 0,
0 0 5 @ | | | % (%)
LeNet 5 20-25 2025 1-10 3697.7588 | 94.2888 | 92.9347 | 94.1056 | 94.1111 94.1071
VGG 16 3689.2414 | 91.7999 | 90.3944 | 91.9235 | 91.9555 92.1004
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Destructive factors Evaluation measurements
Model h;)[ilslsslensg S[I;EEZES Oi?lriis :ll:flizl?s% ACC MCC F1 score Recall Precision
0, 0, 0, 0, 0,
v | Tey | e W | | | ) %)
LeNet 5 25-30 25-30 1-10 3712.9317 | 92.9333 | 91.4524 | 92.8409 | 92.8666 92.8712
VGG 16 3712.0945 | 91.3111 89.5297 | 91.2141 | 91.2444 91.3394
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Destructive factors Evaluation measurements
Model Mlslsmg Spuflous Latlfge Ezi:l?sg) ACC MCC F1 score | Recall Precision
p‘(‘%ffs p?ojjs O‘to/fjrs %) %) %) (%) (%)
0 0 1-10 3694.1368 | 99.7555 | 99.6535 | 99.7110 | 99.7111 | 99.37119
0-5 0-5 1-10 3607.3665 | 97.6222 | 97.6836 | 98.0643 | 98.0666 | 98.0801
LeNet 5-10 5-10 1-10 3628.6259 | 97.7111 | 97.2591 | 97.7077 | 97.7111 97.7331
5 10-15 10-15 1-10 3668.0896 | 96.6444 | 959082 | 96.5741 | 96.5777 | 96.6419
15-20 15-20 1-10 3680.3797 | 95.0444 | 94.1869 | 95.1189 | 95.1333 | 95.2336
20-25 20-25 1-10 3697.7588 | 94.2888 | 92.9347 | 94.1056 | 94.1111 94.1071
25-30 25-30 1-10 3712.9317 | 92.9333 | 91.4524 | 92.8409 | 92.8666 | 92.8712
0 0 1-10 3681.2177 | 99.9777 | 99.9467 | 99.9555 | 99.9555 | 99.9556
0-5 0-5 1-10 3625.6141 | 98.7777 | 98.6408 | 98.8671 | 98.8666 | 98.8716
5-10 5-10 1-10 3624.0723 | .97.3777 | 96.8043 | 97.3315 | 97.3333 | 97.3509
VIC;G 10-15 10-15 1-10 3663.4022 | 94.5555 | 93.7625 | 94.7976 | 94.8000 | 94.8073
15-20 15-20 1-10 3677.4842 | 93.1555 | 91.8601 | 93.0807 | 93.1333 | 93.4778
20-25 20-25 1-10 3689.2414 | 91.7999 | 90.3944 | 91.9235 | 91.9555 | 92.1004
25-30 25-30 1-10 3712.0945 | 91.3111 | 89.5297 | 91.2141 | 91.2444 | 91.3394
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